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1 Ilean u 3a7a491 OCBOEHUS JUCHUTIIUHBI

Heab (umesm) OCBOCHUS AWCHMIUTUHBL: (HOPMHUPOBAHHWE 3HAHUKW OO0 OCHOBHBIX COCTaBIISIOIINX
MH(POPMAIIMOHHOKN 0€30MaCHOCTH rocyIapcTBa, OOIIeCTBA U TMYHOCTH; YMCHUN U HaBBIKOB MCIIOJIb30BAHHUS
OpPraHHU3aIMOHHBIX, MTPABOBBIX, MHKCHEPHO-TEXHUYECKUX U allapaTHO-MPOTPAMMHBIX METOJIOB U CPEJICTB
NpU pEIICHUH CTAHIAPTHBIX 3a/1a4 MPO(ECCHOHATBHOIN JEATEIBHOCTH C YYE€TOM OCHOBHBIX TPeOOBaHUIA
MH(POPMAIIMOHHOH 0€301MacHOCTH.

3agaun:

-OCBOGHHE OCHOB TEOpPHH HMH(POPMAIMOHHOW O€30MacHOCTH, 3HAKOMCTBO C COBPEMEHHBIMHU
3ajjauaMy, Hay9HOW TEPMHHOJIOTHEH, MOJACISAMH M KOHILCHIMSIMH 3allUThl MpPaB HAa HH()OPMATH3AIMIO
rocy/1apcTBa, 00IIECTBA ¥ TUYHOCTH M MMOCTPOCHUS CUCTEM HH(POPMAITMOHHON 0€3011aCHOCTH;

- W3y4eHHE OCHOBHBIX TIOJOXCHUH CTpaTerud WH()OPMAIMOHHOW BOWHBI, OCHOBHBIX BHJIOB
obecriedeHuss cucTeM HHGOPMAIIMOHHON O€301MacHOCTH, METOZOB OLEHKM YPOBHS 3alUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM, METOJIOB U CPEICTB KOMILIEKCHON 3aIIUThl 00BEKTOB MHPOPMATU3AIHH;

- MPUMEHEHHE OPTraHU3alMOHHBIX, PABOBBIX, HHIKEHEPHO-TEXHUYSCKUX U allllapaTHO-TIPOTPAMMHBIX
METOZIOB ¥ CPEICTB HH()OPMAIMOHHOW OE30MacHOCTH B HAYYHO-HCCIICIOBATEIILCKUX W TPAKTUYECKUX

pa3paboTkax B 001acT HH(POPMATUKU U BEIYUCIUTEEHON TEXHHUKH.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucnumimHa otHocuTes K 6a3zoBoit yactu 6ioka [l «Aucuuniauasl (MOLyIn)»

[TpepexBU3UTBI AUCHUILIUHBL: Omcymcmeyom

[TocTpeKkBU3UTHI
NPOEKMupoB8aHus

mucuurnuael: b1 J[.B.11

Paszpabomxa

cucmem

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUs M0 TUCHUILINHE

ITponecc u3yueHus: AMCUUIIMHBI HAapaBieH Ha (JOpMHUPOBAHHE CIENYIONINX PE3YIbTaTOB 00YUEHUS

Konx n HanMeHOBaHue
(bopMupyeMBbIX
KOMIIETCHIINH

KO,I[ U HAMMCHOBAHUC UHAUKATOPpA
JOCTHXXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yabTaTbl 00yUeHHs 110
JUCLUILINHE, XapaKTePU3YIOLIUe 3Talbl
(dbopMHpOBaHUS KOMIIETEHIIUH

OIIK-3 Cnocoben
pelaTh CTaHapTHbIE
3aauu
npodeccnoHanbHOMI
JesITeTbHOCTH Ha
OCHOBE
MH(OPMaLIMOHHON U
o6ubnuorpaduyeckoi
KYJIBTYPHI C
PUMEHEHHEM
MH(OPMAaLIOHHO-
KOMMYHHUKAITHOHHBIX
TEXHOJIOTHH U C
YYETOM OCHOBHBIX
TpeboBaHUM
MH(OPMAIMOHHOM
0€30MacHOCTH

OIIK-3-B-1 3naet npuHIUTIH,
METOBI M CPEJCTBA PELICHUS
CTaHJApPTHBIX 33724
po¢eCCHOHATLHOM 1eATENbHOCTH
Ha OCHOBE MH(POPMAIIMOHHOH U
o6ubnuorpaduyeckoit KyabTypshl ¢
MpUMEHEHHEM UH(POPMAIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH 1
C YYETOM OCHOBHBIX TpeOOBaHMI
MH(POPMAIMOHHOM 6€30MacHOCTH
OIIK-3-B-2 Ymeer pemiath
CTaHJapTHBIE 3a/1a41
po¢eCCUOHATBHOU IEATETLHOCTH
Ha OCHOBE MH(POPMALMOHHON U
6ubarorpaduyueckoil KyabTypsl €
pUMEHEHHEM UH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U
C Y4E€TOM OCHOBHBIX TPeOOBaHUI
nH(OpMalMOHHON 6€30MacHOCTH

3HaTh: OCHOBBI MH(OPMAIITMOHHOMN U OnO-
AuorpagpuuecKoi KyJIbTypbl; OCHOBHbIE
TpeOoBaHUs MHPOPMAIIMOHHOH Oe3omac-
HOCTH TIPH PEIIeHNH CTaHIapTHBIX 3a/1a4
poeCCHOHATTFHOMN IeATETbHOCTH; METO-
JIbl ¥ CPEJICTBA PELeHHs] CTaH/IapTHBIX 3a-
na4d npodeccuoHaNbHOM 1A TENbHOCTH C
IpUMEHEHHEM HH()OPMaIIMOHHO-
KOMMYHHUKAITHOHHBIX TEXHOJIOTHH H C y4e-
TOM TpeboBaHMH HH(pOpMAIIMOHHOH Oe30-
MACHOCTH

YmMertb: hopMyIHpOBaTh CTAHJAPTHBIE 3a-
naqu mpodecCHOHATBHON AeSITEThHOCTH C
Y4ETOM OCHOBHBIX TpeOoBaHM nHpopMa-
IIUOHHOW 0€30MTaCHOCTH; TPUMEHSTh WH-
(hopMaMOHHO-KOMMYHHKAIIMOHHBIE TEX-
HOJIOTHH TS PEIICHUS CTaHJAPTHBIX 3a/1a4
poeCCHOHATILHOM JIeATEILHOCTH C yue-
TOM TpeOoBaHU HH(POPMAITMOHHON 0e30-
MACHOCTH

Biaserh: MeTOIaMu IOMCKA M aHAITN3a

asmomamu3upoeaHnoco




Kon n HamMmeHOBaHue
bopmMHpyeMBIX
KOMIIETEHIINH

[Tnanupyemsble pe3ynbTaTbl 00yUEHHUs 110
JTUCLUHUIIIMHE, XapaKTEePU3YIOIINE 3TaIb
(dbopMUPOBaHNS KOMITETEHITHHA

KOI[ U HAMMCHOBAHUC UHAUKATOPpA
JOCTHXXCHHA KOMIICTCHIIMH

uH(popManuu B NpodecCHOHANTBHO-
HPaKTHYECKOH JEeSITeIbHOCTH Ha OCHOBE
nH(pOpPMAMOHHOMN 1 Oubnuorpaduueckon
KyJBTYPBI C YUETOM COOJIIOJICHUS aBTOP-
CKOTO ITpaBa U OCHOBHBIX TPEOOBaHMI WH-
(hopmarmoHHOM 0€3011aCHOCTH

4 CTpyKTYpa H coJepkaHue JUCUUIIHHbI
4.1 CTpykTypa 1M CUHIIIHHBI

OO0m1as TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 5 3aueTHBIX enuHuil (180 akaieMHUUecKuX 4acoB).

TpynoeMkocTs,
Bun paboter aKaJIEeMUYECKHUX YaCcOB
5 cemecTp BCETO
OO0mas Tpy10éMKOCTh 180 180
KonrakrHasi pabora: 14,5 14,5
Jlexmum (J1) 6 6
[IpakTuueckue 3anstus (I113) 4 4
Jlabopartopusie paboTs (JIP) 4 4
ITpomesxyTouHas arrecranus (3a4eT, SK3aMeH ) 0,5 0,5
CamocTrosiTesibHasi padora: 165,5 165,5
- 8bINOJIHEHUe KOHMpOoabHoU pabomsl (KonmpP); 51,5 51,5
- N10020MOBKA K 1aO0PAMOPHbIM 3AHAMUIM, 55 55
- 10020MOBKA K NPAKMUYECKUM 3AHAMUIM, 55 95
- N10020MOBKaA K 3a4emy 4 4
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3ayer
3a4eT)

Paznensl AMCIUTUINHBL, U3y4aeMbIe B 5 ceMecTpe

KosmuecTBo yacoB
Ne HawnmenoBanue pasnenon ayAutopras BHEay/I.
pasnena BCETO pabota
T 13 | 1P pabota
1 Brenenue B quciuinny 44 2 2 40
2 OCHOBBI TOCYJapCTBEHHOM MOIUTUKU PD B 44 2 2 40
obnactu nHMOPMAITMOHHOW 0€301TaCHOCTH
3 WudopmannonHas BoiiHa 47 2 2 43
4 OcHoBbl 0obOecrieueHust UHPOPMAITMOHHOM 0e30- 45 2 43
nacHocTH KomnbioTepHbIx crucreM (KC)
Uroro: 180 6 4 4 166
Bcero: 180 6 4 4 166

4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

Paszpnen 1. BBenenue B 1M CUMIIUHY




[TonsiTre HanmoHanbHOU Oe3omacHocTr P® . Bunbr 6e3omacHoctu . Mudopmanmonnas 6e3omnac-
HOCTh B CHUCTEME HallmOHaIbHOU Oe3omacHocTu PO . Ponb nHpopManmonHo# 6e30macHOCTH B oOecmede-
HUH HAIlMOHAIBHOM 0€30MaCHOCTH IrOCyJapCcTBa .

Pa3zgea 2. OcHOBBI rocy1apcTBeHHOM NOJUTUKHA P® B o0s1acTu nuHGoOpManMOHHOH 0e30MacHo-
CTH

Hannonansubie nHTEpech PO B nudopmarmonHoii cdepe u ux odecreuenue. Bunbr yrpos uabop-
MarroHHo# 6e3onacuoctu PO. Mctounnku yrpo3 nHpopmannonHoi 6e3onacHoctu .OCHOBHBIE HampaBJie-
Hus obecrieueHus nHGOPMaMOHHON O€30MMaCHOCTH roCyAapcTBa

Pa3nen 3. UndopmannoHHas BOliHA

Metonsl u cpenctsa ee BeneHus. Mlupopmanmonnas 6e30macHOCTh U HH()OPMaLMOHHOE TPOTUBO-
6opctBo. MHDOpMamoHHOE OpYyXKHe, ero Kiaccudukamus u Bo3MoKHOCTH. ObecnieueHrne nHGOpMaIuoH-
HOM 0e30macHOCTH 00BEKTOB HH(OPMALIMOHHOM chepbl TOCYIapCTBA B YCIOBUAX HHPOPMAIIMOHHOM BONHBI

Pa3nen 4. OcHoBbl obOecnieyeHusi MHGOPMALMOHHOI 0e30ACHOCTH KOMIIBIOTEPHBIX CHCTEM
(KC)

Opranu3anroHHO-TIPaBOBEIE OCHOBBI HHpopMalmorHoi 6e3omacHoctu KC .Opranu3aiuoHHo-
TEeXHHUYECKHe OCHOBBI MH(popManroHHoi 6e3onacHocty KC .AnmapaTtHo-niporpaMMHbIe CpecTBa obecrie-
yeHus: nHpopmannonnoii 6e3onacHocta b KC . OcHOBBI KOMIUIEKCHOTO 0OecrieyeHns HH(POPMAITMOHHON
6e3onacnoctu KC

4.3 JlabopatopHblie padoThI

Ne JIP Ne HaumenoBanue 1ab0opaTopHbIX paboT Koz-0
pazneina 9acoB
1 3 Hccnenoanue yszsumocteii [IK u KC 2
2 4 MeTob1 U CpeaCTBa 3aIUTHl HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOTO 2
JocTyna
Uroro: 4
4.4 IlpakTHyeckue 3aHATHA (CEMUHAPDI)
No Kon-Bo
No 3ansTHs Tema
paznena 4acoB
1 1 Mertoab! 3amuTsl HHGOPMAIMK OT pa3pyLIAOIIUX IPOrPaMMHBIX 2
BO3JICHCTBUI PU TIOMOIINA AaHTHBHUPYCHBIX CPEJICTB 3aIIUTHI
uHpopMaLuu
2 2 CucreMbl BUIEOHAOIIIOIEHNS 2
Uroro: 4

4.5 KontpoJabHas padora (5 cemecTp)
IIpumepsl 3a1aHUIl KOHTPOJILHOH PadoTHI

1.IIpoBecTr cpaBHUTENBHBIN aHAIN3 CYIIECTBYIOIINX AHTUBUPYCHBIX CPEJICTB.

2. O1ieHUTh YPOBEHB 3AIUIIEHHOCTH Kaeaphl By3a CyIIECTBYIONMIEH CHCTEMON OXpaHHON CUTHAIM3AIINH.

3. [IpoBecTu uccnea0BaHue ysI3BUMOCTEH KoMITbioTepoB kadeapsl BY3a.

4 ITpoBecTr sKcniepuMeHT 1o opranu3aimu ataku ping-flooding. TIpoananu3upoBaTh SKCIEpPUMEHTATBHBIC
JAHHBIE HA NPEIMET HAINYHS AHOMAJIBHOM CETEBOM aKTUBHOCTH.

5.IIpoBecTy CpaBHUTEIBHBINA aHAIN3 CTATUYECKUX METOJI0OB OMOMETPUYECKON UICHTH(PUKAIUU JTNYHOCTH.
6.ITpoBectn anamm3 3 PEKTUBHOCTH OCHOBHBIX AJITOPHUTMOB MIU(PPOBAHHS, UCIIOIB3YeMbIX cuctemoit PGP.



5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHH e TUCIHIIINHBI
5.1 OcHoBHas auTEpaTypa

1. 3enxos, A. B. Nudopmarmonnas 6€300acHOCTb U 3alIUTa HH(OPMAIHMHU : YueOHOE TTOCOOUEe IS BY-
30B/ A. B. 3enkoB. — 2-¢ u3n., nepepad. u gom. — Mocksa : U3narensctBo FOpaiit, 2024. — 107 ¢. —
(Beicmiee oopazoBanue). — ISBN 978-5-534-16388-9. — Pexum nocrymna : https://urait.ru/bcode/544290.

2. OpraHu3alMOHHOE H MPaBOBOE oOecriedyeHre HHHOPMAIIMOHHON 0€30MacHOCTH ;| y4eOHUK H TPAKTH-
KyM 115 By30B / on penakiueit T. A. Tlonskosoii, A. A. CtpenbiioBa. — Mocksa : M3garenscTBo HOpaiiT,
2024, — 325c.— (Bwicmiee oOpazoBanme). — ISBN 978-5-534-03600-8. — Pexum pocryna
https://urait.ru/bcode/4555950

3. CyBopoBa, I.M. HWudopmanuonnas 0e30macHOCTh : y4yeOHOe Imocobue s By30B /
I'. M. CyBopoBa. — 2-¢ m3a., nepepabd. u gom. — Mocksa : M3narensctBo Opaiit, 2024. — 277 ¢c. —
(Beicmiee oopazoBanue). — ISBN 978-5-534-16450-3. — Pexum nocryna : https://urait.ru/bcode/544029.

5.2 lonmosiHUTeIbHAS JIUTEPATYPa
1. Kazapun, O. B. HagexxHOCTh 1 0€30MaCHOCTh MPOrPaMMHOTO OO€CIIeYeHHs : y4eOHOe TOCOOHe ISt
By30B / O. B. Kazapun, U. b. HlyOunckuii. — Mocksa : M3garensctBo FOpaiit, 2022. — 342 c. — (Bsiciuee
obpazosanue). — ISBN 978-5-534-05142-1. — Pexum nocryna: https://urait.ru/bcode/493262.
2. KuseB, B. be3omacHocTh HHPOpPMAIIMOHHBIX CHCTeM: Kypc : ydeOHoe mocobue / B. Kuses,
O. I'pannumnH. — Mocksa : Hanmonaneneiii OtkpbiTeiil YHuBepeuter «MHTYUT», 2016. — 192 c. : un. —
Pexxum poctyma: https://biblioclub.ru/index.php?page=book&id=429032.

5.3 llepuoaguueckue U3IaHUA

Kypnasr:

- NHpopManmoHHbIe TEXHOJIOTHH B POCKTHPOBAHUH U ITPOU3BOJICTBE: )KYpHAI. - MOCKBa: ATEHTCTBO
"Pocneuats", 2021;

-BecTHUK KOMIBIOTEPHBIX U HHOOPMAIIMOHHBIX TEXHOJIOTHIL: )KypHai. - Mocksa : AreHTcTBo "Pocre-
yate", 2021;

- Uaopmanmonusie TexHONIOTHA: KypHAI // MH(DOpMAaIIMOHHBIE TEXHOJIOTHUHU C €KEMECSYHBIM MTPH-
noxkeHueM. - MockBa: ArenrctBo "Pocmeuars”, 2021.

5.4 UnTepHeT-pecypcsbl

1. EnwmHoe OKHO jocTymna K 00pa3oBaTeNbHBIM pecypcaM: HHQOpMaIMOHHAs CUCTEMa. — DIIEKTPOH. JaH.
— ®I'Y THUU UTT «udopmukay, 2005 — 2011; MunucrepcTBo obpasoBanus u Hayku P®, 2005 — 2016. —
Pexxum noctyna: http://window.edu.ru/ . — 3ari. ¢ 3kpaHa.

2. Tlopran mo TemaTtrke HHPOPMAIIMOHHOM Oe3omacHocTr http://www.securitylab.ru/

3. Caiir acconmaruu mo Bonpocam 3auutsl HHpopmanuu BISA http://bis-expert.ru/

5.5 IIporpammHoe olecmnedyeHue, NMpogecCHOHATbHBbIC 0a3bl JAHHBIX M HMHG(pOPMAIMOHHBIE
CIIPABOYHbIE CHCTEMBbI

1. Onepanunonnas cucrema Microsoft Windows

2. Tlaker nacronpnbix mpuitoxxenuin Microsoft Office (Word, Excel, PowerPoint, OneNote, Outlook,
Publisher, Access)
[Mpunoxenus Microsoft Visio
Awntusupyc Dr.Web Desktop Security Suite
- becrimatHoe cpenctBo npocmotpa daitnos PDF - Adobe Reader
- CBoOOHBII (haitnoBbli apxuBatop 7-Zip
- https://yandex.ru/ - 6ecrunatuslii poccuiickuii MuTepHeT 0603peBarens SAuaekc. bpaysep
http://newgdz.com/spravochnik CrnipaBoynuK 10 BBICIIEH MaTeMaTHKE

9. http://aist.osu.ru/ AUCCT OI'Y - aBTOMaTH3UpOBaHHAs HHTEPAKTUBHASI CUCTEMA CETEBOTO TECTHPO-
BaHus OI'Y

N OGA®
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6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIIMHBI

Jlex1inoHHbBIE ¥ PAKTUYECKHE 3aHATHS MPOBOJIATCS B yUEOHBIX ayAUTOPUSIX.

AyIUTOpUN OCHAIICHBI KOMIUICKTAMH YUY€HUYECKOW MeOenn, TEXHHYSCKUMH CPEIICTBAMU O0YyUYCHUS,
CIIy>KalllUMU 17151 TIPEJICTaBIeHUs yueOHOU nHbopMauu O00JIbIION ayAUTOPHH.

[TomemeHue Al CaMOCTOSITEIBHON Pa0OTHl 00YYaIONIMXCS OCHAIIEHBI KOMITBIOTEPHON TEXHUKOM,
MOAKIIOUEeHHON K ceth "MHTepHeT", W oOecrnedeHHeM J0CTyna B JJICKTPOHHYH HWH(OPMAIMOHHO-
oOpa3zoBarenbHy0 cpeny pumuana u OI'Y.
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