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1 Ilean u 3a7a491 OCBOEHUS JUCHUTIIUHBI

Heab (umesm) OCBOCHUS AWCHMIUTUHBL: (HOPMHUPOBAHHWE 3HAHUKW OO0 OCHOBHBIX COCTaBIISIOIINX
MH(POPMAIIMOHHOIN 0E€30MaCHOCTH roCyIapcTBa, 00IIECTBA U TMYHOCTH; YMEHUN U HAaBBIKOB MCIIOJIb30BAHHS
OpPraHHU3aIMOHHBIX, MTPABOBBIX, MHKCHEPHO-TEXHUYECKUX U alMapaTHO-MPOTPAMMHBIX METOJIOB U CPEJICTB
NpHU PEIICHUH CTAHIAPTHBIX 3a/1a4 MPO(ECCUOHANBHON JEATEIHFHOCTH C YYETOM OCHOBHBIX TpeOOBaHUM
MH(POPMAIIMOHHOH 0€301MacHOCTH.

3agaun:

-OCBOGHHE OCHOB TEOpPHH HMH(POPMAIMOHHOW O€30MacHOCTH, 3HAKOMCTBO C COBPEMEHHBIMHU
3ajjauaMy, Hay9HOW TEPMHHOJIOTHEH, MOJACISAMH M KOHILCHIMSIMH 3allUThl MpPaB HAa HH()OPMATH3AIMIO
rocy/1apcTBa, OOIIECTBA M IUYHOCTH M TOCTPOCHUS CHCTEM MH(GOPMAIMOHHON 0€3011acHOCTH;

- W3y4eHHE OCHOBHBIX TIOJOXCHUH CTpaTerud WH()OPMAIMOHHOW BOWHBI, OCHOBHBIX BHJIOB
obecriedeHrs: cHCTEM HH(GOPMAIIMOHHONH O€30MacHOCTH, METOAOB OLEHKH YPOBHS 3alIUIICHHOCTH
KOMITBIOTEPHBIX CUCTEM, METOJIOB U CPEACTB KOMIUIEKCHOW 3allIUThl 00BEKTOB WH(POPMATH3AIINY;

- MPUMEHEHHE OPTraHU3alMOHHBIX, PABOBBIX, HHIKEHEPHO-TEXHUYSCKUX U allllapaTHO-TIPOTPAMMHBIX
METOZOB M CPEICTB HH(OPMAIMOHHOW O€30IacHOCTH B HAYYHO-HCCIICIOBATEILCKUX W TPAKTUYCCKUX

pa3paboTkax B 001acTé HH)OPMATHKH U BEIYUCITUTEIFHON TEXHUKH.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Jucnuninza otHocuTes K 6a3oBoit yactu 0oka [l «Aucuuniauasl (MOLyIn)»

[TpepexBU3UTBI AUCHUILIUHBL: Omcymcmeyom

[TocTpeKkBU3UTHI
NPOeKmupo8aHus

IUCHUILIAHEL:

B1J1B.11

Paszpabomxa

cucmem asmomamu3upoeaHnoco

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUs M0 TUCHUILINHE

[Tpouecc u3yueHus: AUCUUILIIMHBI HANpaBiieH Ha (pOpMHUpPOBAHUE CIAEAYIOUINX PE3YIbTATOB 00YUECHHUS

Kox u Haumenosanue
(bopMuUpyeMbIX KOMIETSHIIUN

Ko n HaumMeHoBanue
WHJIMKATOpa TOCTUKECHUS
KOMIIETEHIIUU

[Tnanupyemsble pe3ynbTaTbl 00y4eHHUs 10
JUCLUIUITMHE, XapAKTEPU3YIOIIME ITAIIbI
dbopMHUpOBaHUS KOMIIETEHITUH

OIIK-3 CnocobeH perarhb
CTaHJApTHBIE 3a/1a91
npodeccruoHaIbHON
JEeSTeTbHOCTH HA OCHOBE
MH(OPMALIMOHHON U
o6ubnorpauyecKoi KylnbTypsl
C IPUMEHEHUEM
MH(OPMaAIIMOHHO-
KOMMYHUKAIIHOHHBIX
TEXHOJIOTHH U C y4E€TOM
OCHOBHBIX TpeOOBaHUI
nH(OPMaIMOHHON
0e30macHOCTH

OIIK-3-B-1 3naer
TIPUHITUIIBI, METOBI 1
CpeZCTBa pelIeHus
CTaHJIAPTHBIX 3a]1a4
npodeccuoHabHON
JeSITETIHbHOCTH Ha OCHOBE
UH(POPMALTMOHHON U
oubnmuorpadpuyeckoi
KYJIBTYPBI C IPUMEHECHHEM
MH(OPMaIMOHHO-
KOMMYHUKAIIHOHHBIX
TEXHOJIOTUM U C Y4ETOM
OCHOBHBIX TpeOOBaHUMN
MH(pOPMaIIMOHHOMN
0e3omacHOCTH
OIIK-3-B-2 Ymeer pemats
CTaHJapTHBIE 3a/1a4U
npodeccrnoHalbHON
JIeSITEIbHOCTH Ha OCHOBE

3HaTh: OCHOBBI HHPOPMAITMOHHON U OMO-
nrorpaduIecKor KyIbTYpbl; OCHOBHEIE Tpe-
6oBaHus1 HHGOPMAITMOHHOM 0€301acHOCTH
NIPU PEUICHNU CTaHAAPTHBIX 3a1a4 mpodec-
CHOHAJIBHOM JesITeIbHOCTH; METOBI M Cpe.l-
CTBa PEIICHHs CTaHIAPTHBIX 3a/1a4 mpodec-
CHOHAJIBHOM JeSTEIbHOCTH ¢ IPUMEHEHUEM
WH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEX-
HOJIOTHH U ¢ yuyeToM TpeOoBaHui HH(OpMa-
LIMOHHOM 0€3011aCHOCTH

Ymerb: hopmynupoBaTh CTaHIAapTHBIE 33/1a-
491 MPO(HeCCHOHANTBHOM eSITeTHHOCTH C
Y4€TOM OCHOBHBIX TpeOOoBaHM HHPOpPMa-
IIUOHHOW 0€30MaCHOCTH; TPUMEHSTh WH-
(opMalmOHHO-KOMMYHUKAITUOHHBIE TEXHO-
JIOTHH TSI PEIICHUsI CTAHJAPTHBIX 3a71aq
npodeCCUOHABHON AEATEIBHOCTH C YIETOM
TpeOoBaHUI HHPOPMALIMOHHON Oe301MacHO-
CTH




Kox n HaumeHOBanue
WHIAKATOpA JOCTUKEHUS

[Inanupyemsble pe3yabTaTel 00y4eHus 1o

Kox u HaumenoBaume
JTUCLUIIIMHE, XapaKTEPU3YIOIIUE 3TAIbI

(dbopMupyeMbIX KOMIETSHIUN

KOMITETEHIIUU dbopmMupoBaHUs KOMIETEHIIHH
UH(POPMAITMOHHON U Baajaerb: MeTogamMu IIOMCKA U aHAJIA3A
oubamorpapuyeckoi uHpopmaruu B mpodeccuoHanbHO-
KYJABTYPHI C IPUMEHCHHEM | TPAKTHYECKOU JIEATEIIBHOCTH Ha OCHOBE
nH(pOpPMAITMOHHO- nHpopMaIMOHHON U OMOIMOTpaduIeCcKoi
KOMMYHHUKAITUOHHBIX KYJIBTYPBI C YUE€TOM COOITIOICHHUS aBTOPCKOTO

TEXHOJIOTUH H C Y4€TOM ImpaBa U OCHOBHBIX Tpe6OBaHPII>'I

OCHOBHBIX TpeOOBaHUN
nH(pOpMaITMOHHOM
0€3011aCHOCTH

MH(POPMALTMOHHOW 0€30MaCHOCTH

4 CTpyKTYpa H coJepkaHue JUCUUIIHHbI

4.1 CTpykTypa 1M CUHIIIHHBI

OO61mas TpyA0eMKOCTh AUCHHUIUIMHBI COCTaBISAET 5 3aueTHbIX equHull (180 akageMHuecKux 4acoB).

TpynoeMKocCTb,
Bua pabotbt aKaJIEeMIYECKHUX YacOB
4 cemecTp BCETO
OO0mas Tpy10éMKOCTh 180 180
KonTakTHas pabora: 50,25 50,25
Jlexmmm (JI) 18 18
ITpaktuueckue 3ansatus (I13) 16 16
Jlabopatopusbie pabotsI (JIP) 16 16
ITpomeskyTodHast arTecTanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHasi padoTa: 129,75 129,75
- npopabomka u NOBMopeHue TeKYUOHHO20 MAmepuald u Mmamepuaid 39,75 39,75
VUeOHUKO8 U Y4eOHbIX NOCOOULL,
- 10020MOBKA K NPAKMUYECKUM 3AHAMUAM, 35 35
- 10020MO6Ka K 1aO0pamopHuviM pabomam; 35 35
- 10020MOBKA K PYOEHCHOMY KOHMPOJIO 20 20
Bua nToroBoro KOHTpoOA (3a4eT, Ik3aMeH, 1M GepeHIIUPOBAHHBIN 3a4yer
3a4er)
Paznensl qUCIMIUIMHEL, H3y4aeMble B 4 ceMecTpe
KonmuecTBo vacos
Ne HaunmeHoBaHue paszienos ayAuTopras BHEayJl.
paznena BCETO abora 6
1|3 [ | PO
1 BBenenue B 1UCUMILUIUHY 34 2 2 30
2 OCHOBBI TOCYIapCTBEHHOH MOMMTHKH PO B 40 4 6 30
obmactu nHGOPMAITMOHHON 0€30MacHOCTH
3 WNudopmarimonnas BoliHa 49 4 4 6 35
4 OcHOBBI 0O0OecTieueHUS HHPOPMAITHOHHOM 57 8 4 |10 35
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM
Uroro: 180 18 | 16 | 16 130
Bcero: 180 18 | 16 | 16 130




4.2 Cogepxxanme pa3iejioB IHMCUUNINHBI
4.2 Cogepxanme pa3iejioB IUCUUNINHBI

Pa3nen 1. BBenenue B JUCHUIIMHY

[TonsiTre HanmoHabHOU Oe3omacHocT PD . Bunbr 6e3omacHoctr . UHpopmanmonHas 6e3omnac-
HOCTh B CHUCTEME HallMOHAIBbHOU O6e3omacHocTu PO . Pons nHbopMmarmonHoii 6e3onacHocTy B obecrneue-
HUU HAIlMOHATbHON 06€30M1aCHOCTH rOCyAapcTBa .

Pa3gen 2. OcHOBBI rocynapcrBeHHOM MOJIUTUKN PP B 00s1acTH HHPOPMALMOHHOI 0e3011acHO-
CTH

Hanmonansueie uatepecsl PO B nndopmamonHoit cepe u ux odecneuenune. Buasl yrpos ungdop-
ManuoHHo# 6e3omacHocTr PD. Uctounnku yrpo3 uHbpopManrnoHHo#i 6e3omacHocTH .OCHOBHBIEC HaIIpaBJie-
HUS obecrieueHust HHOOPMALIMOHHOM 0€30MacHOCTH TOCYAapCTBa

Pazjnea 3. UndopmanuonHas BoiiHa

Mertonsl u cpencTBa ee BeneHus. MHpopmanuonHas 6€30macHOCTh M HH)OPMAIIMOHHOE IPOTUBO-
6opctBo. MHpopmalrionHoe opyxue, ero kiiaccudukanus u Bo3moxHoctu. ObecrneueHrne HHGOpMaLnoH-
HOI 6€30MaCHOCTH 00BEKTOB HH(OPMAIIMOHHOH cephl TOCYIapCTBa B YCIOBUAX HH()OPMAIIMOHHON BOHHBI

Pa3nen 4. OcHoBbl 0O0ecnieyeHUus1 MHPOPMAIMOHHOM 0€30MACHOCTH KOMIIBIOTEPHBIX CHCTEM
(KC)

OpranuzanoHHO-TIPaBOBbIe 0CHOBBI HH(popMarmonHoi 6e3onacHoctu KC .OpranuzaiionHo-
TEXHUYECKHE OCHOBHI HH(popManmonHo 6e3onacHocty KC .AnmaparHo-nporpaMMHbBIE CpecTBa obecre-
yenust uHpopmannonHoi 6e3omnacuocti b KC . OcHOBBI KOMILIEKCHOTO obecriedeHnst HHPOopManoHHON
6e3onacuoctu KC

4.3 JlabopaTopHble padoThI

Ne JIP Ne HaumeHnoBanue 1abopaTopHbIX padoT Kox-zo
paznena 4acoB
1-3 3 Wccnenosanue ysazsumocteit [IK u KC 6
4-8 4 MeTozbl ¥ cpencTBa 3auiThl HH)OPMAIMK OT HECAHKITMOHHPOBAHHOTO 10
J0CTyma
HUroro: 16

4.4 TIpakTH4YecKHe 3aHATHSA (CeMHHAPbI)

Ne Kon-Bo
Ne 3anaTHs Tema
pazznena 4acoB
1 1 MeToap! 3a1U Tl HHPOPMALIUK OT Pa3pyLIAIOIIKX POrPaMMHBIX 2
BO3/ICHCTBHI NIPU NOMOIIM AHTUBUPYCHBIX CPEJCTB 3aALUThHI
uH(popMauu
2 CucreMbl BUI€OHAOTIONCHUS 4
2-3
4 2 CucreMbl OXpaHHO-TIOXKAPHOM CUTHAIHU3AIMH 2
5-6 3 Hccnenosanue ya3sumocten [IK u KC 4
7-8 4 Kpunrorpaduueckas 3amura nHGpopmManuu 4
Hroro: 16




5 Y4yeOHO-MeTOAMYECKOE 00ecTIeUeHHe TUCITHIIINHBI
5.1 OcHoBHas auTEpaTypa

1. 3enxos, A. B. Madpopmannonnas 6e30macHOCTh U 3aluTa nHPOpMaLuy : yuebHoe mocodue ams By-
30B/ A. B. 3eHkoB. — 2-¢ u3n., nepepad. u mon. — Mocksa : M3narensctBo Opaiit, 2024. — 107 ¢. —
(Beicmiee oopazoBanue). — ISBN 978-5-534-16388-9. — Pexum nocryna : https://urait.ru/bcode/544290.

2. OpraHu3anMoOHHOE U MPaBOBOE oOecriedeHne NH(HOPMAIIMOHHON 0€30MaCHOCTH : y4eOHUK H TPAKTH-
KyMm st By3oB / mog penakuueii T. A. [lomskoBoit, A. A. CrpenbroBa. — Mocksa : M3marensctBo KOpaii,
2024, — 325c.— (Bwicmee o6paszoBanme). — ISBN 978-5-534-03600-8. — Pexum pocryna
https://urait.ru/bcode/4555950

3. CyBopoBa, I.M. UudopmarmonHas 0e30macHOCTh : ydeOHOe mocobue Juis  BY30B /
I. M. CyBopoBa. — 2-¢ u3n., nepepad. u mon. — Mocksa : M3narensctBo KOpaiit, 2024. — 277 c. — (Bbic-
mee oopazosanue). — ISBN 978-5-534-16450-3. — Pexxum gocryma : https://urait.ru/bcode/544029.

5.2 lonmosiHuTeIbHAS JIUTEPATYypa
1. Kazapun, O. B. HagexxHOCTh 1 0€30MacCHOCTh MPOTrPAMMHOTO 00€CIIeYeHHs : yaeOHOE TTOCOOHe ISt
By30B / O. B. Kazapun, U. b. Hlyounckuii. — Mocksa : U3narensctBo FOpaiit, 2022. — 342 c¢. — (Bsiciuee
obpazoBanue). — ISBN 978-5-534-05142-1. — Pesxxum noctyna: https://urait.ru/bcode/493262.
2. Kuse, B. be3omacHocTs uHGOpPMAIMOHHBIX CHCTeM: Kypc : yueOHoe mocobue / B. Kuses,
O. I'pannunH. — Mocksa : Hanronansnsiit OtkpeiTeiil YauBepeutet «MHTYUT», 2016. — 192 c. : uin. — Pe-
xuM gocryna: https://biblioclub.ru/index.php?page=book&id=429032.

5.3 llepuoauyeckue u3ganus

Kypnanbi:

- MHpopMannoHHbIe TEXHOJIOTUH B IPOSKTUPOBAHUH | IPOU3BOJCTBE: KypHa. - MOCKBa: ATEHTCTBO
"Pocneuars", 2021;

-BecTHUK KOMITBIOTEPHBIX ¥ MH()OPMAITMOHHBIX TEXHOJIOTHIA: )KypHaIL. - MockBa : AreHTcTBO "Pocme-
yare", 2021;

- Uadopmarimonnbpie TeXHOIOTHY: KypHAT // NHPOpMAIIMOHHBIC TEXHOJIOTUU C SKEMECSIHBIM MTPU-
noxeHueM. - Mocka: AreaTctBo "Pocmeuars”, 2021.

5.4 UnTepHeT-pecypcsbl

1. Enunoe OKHO J10CTymna K 00pa3oBaTelbHBIM pecypcaM: HH(OpMaIlMOHHAs CUCTEMA. — DJIEKTPOH. JaH.
— ®I'Y THUU UTT «Unudopmuxay, 2005 — 2011; MunucrepctBo obpasoBanus u Hayku PD, 2005 — 2016. —
Pexum noctyna: http://window.edu.ru/ . — 3aru. ¢ skpaHa.

2. Tlopran mo Temaruke nHGOpMAIIMOHHOMN Oe3omacHocTu http://www.securitylab.ru/

3. Caiir acconmaruu mo Bonpocam 3amuTbl nHdGopmarmu BISA http://bis-expert.ru/

5.5 IIporpammHoe olecmedyeHue, NMpogecCHOHAIbHBbIC 0a3bl JaHHBIX W HMHGOPMALMOHHbIE
CIIPABOYHbIE CHCTEMBbI

1. Onepanunonnas cucrema Microsoft Windows

2. Tlaker nacrompubix mpuinoxkenuit Microsoft Office (Word, Excel, PowerPoint, OneNote, Outlook,
Publisher, Access)
[Mpunoxenus Microsoft Visio
Awntusupyc Dr.Web Desktop Security Suite
- becrmarHoe cpenctBo nmpocmotpa daitios PDF - Adobe Reader
- CBoOO/HBIN (aiinoBbIii apxuBarop 7-Zip
- https://yandex.ru/ - 6ecriarHbiii poccutickuii MHTepHET 0003peBarens Sumekc. bpaysep
http://newgdz.com/spravochnik CripaBodHuk 1o BbICIICH MaTeMaTUKe

9. http://aist.osu.ru/ AUCCT OI'Y - aBromMaTi3upOBaHHAs HHTEPAKTUBHAS CUCTEMA CETEBOTO TECTHPO-
BaHus OI'Y

N OGA®
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6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIIMHBI

Jlex1inoHHbBIE U TPAKTUYECKHUE 3aHATHUS MPOBOJIATCS B yUEOHBIX ayAUTOPUSIX.

AyIUTOpUN OCHAIICHBI KOMIUICKTAMH YUY€HUYECKOW MeOenn, TEXHHYSCKUMH CPEIICTBAMU O0YyUYCHUS,
CITy>KalllUMU /7151 IPeCTaBIeHUs yueOHoM nHpopMauu 60JIbIION ayAUTOPHH.

[Tomemenue Al CaMOCTOSITENIBHON PadOThl 00yYaAIONIUXCS OCHAIICHBI KOMIBIOTEPHONH TEXHUKOH,
MOAKIIOUEeHHON K ceth "MHTepHeT", W oOecrnedeHHeM J0CTyna B JJICKTPOHHYH HWH(OPMAIMOHHO-
oOpa3zoBarenbHy0 cpeny pumuana u OI'Y.
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